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1. Is a medical equipment vendor a business associate?  
 
No.  Typically, medical equipment vendors are not considered business associates.  This is because HIPAA 
permits the disclosure of PHI to health care providers for treatment purposes without a business 
associate agreement.  The term “health care provider” generally encompasses medical equipment 
vendors as it includes entities that sell or dispense medical devices in accordance with a prescription.   
 
2. Is a business associate agreement required with a records storage vendor when storing hard copies 
of PHI at an off-site facility? 
 
Yes. An off-site storage facility should be treated as a business associate of a covered entity.  The new 
HIPAA regulations expressly state that an entity that maintains protected health information on behalf of 
a covered entity is a business associate, even if the entity does not actually view the PHI or only does so 
on a random or infrequent basis.  This would include storage facilities that maintain PHI in hard copy as 
well as in an electronic format.   
 
3. If a health plan posts its revised notice of privacy practices on its website, does it still need to send a 
copy of the notice to its insured?  If so, when does the notice need to be sent?   
 
Yes.  A health plan that posts its revised notice of privacy practices on its website must also send a copy 
to the insured if the changes are material.  It is our opinion that the changes required by the new HIPAA 
regulations are material in nature and, thus, would require individual notice to the insured.  This notice 
must be provided within sixty days of the material revision to the notice and may be sent in hard copy or 
electronic format if the individual has agreed to such electronic notice.   
 
4. What do we do if a patient requests PHI through a patient portal but the portal is not able to send 
all requested PHI back to the patient? 
 
The new regulations require that if an individual requests an electronic copy of their PHI, the covered 
entity must provide the individual with access to the electronic information in the “form and format 
requested by the individual, if it is readily producible in such form and format” (emphasis added).  If the 
PHI is not readily producible, then the covered entity must provide it in a format agreed to by the covered 
entity and the individual.  If these steps are not taken, then there could be a HIPAA violation. 
 
5. How much information should we disclose to health plans as part of a medical records audit 
request? 
 
Whenever information is used or disclosed pursuant to a health plan audit, only the minimum amount of 
PHI necessary to comply with the audit request should be disclosed.  When a covered entity responds to a 
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health plan audit, the preamble to the new regulations states “[c]overed health care providers will, 
however, need to employ some method to flag or make a notation in the record with respect to the 
protected health information that has been restricted to ensure that such information is not 
inadvertently sent to or made accessible to the health plan for payment or health care operations 
purposes, such as audits by the health plan” (emphasis added).  
 
6. Who is responsible for HIPAA training of business associates and subcontractors?   
 
While the new regulations make it very clear that business associates (including  downstream 
subcontractors) have an independent duty to comply with HIPAA, that duty does not reduce or lessen the 
steps a covered entity (or upstream business associate) must take to ensure the privacy and security of 
PHI. That said, covered entities and business associates can require business associates and 
subcontractors to conduct their own HIPAA training.  However, if the upstream entity becomes aware of 
a “pattern of activity or practice” of the downstream entity that constitutes a material breach of the 
business associate agreement, the upstream entity must take steps to cure the problem, which may 
include terminating the business associate agreement with the downstream entity, or if termination is 
not feasible, reporting the downstream entity to the Department of Health and Human Services.  Failure 
to do so can subject the upstream entity to civil money penalties for the continued noncompliance of the 
downstream entity. 
 
7. Would an entity that partners with a university to conduct research be considered a business 
associate of the university?  
 
Whether a research partner is a business associate of a university depends on whether the university is a 
covered entity under HIPAA and whether the research partner is performing business associate functions. 
Generally speaking, though, an external researcher or an institutional review board is not a business 
associate of a covered entity even if the covered entity has hired the researcher or institutional review 
board to perform services on its behalf.   However, a research partner may be a business associate if it 
conducts a service such as de-identifying PHI or constructing limited data sets. 
 
8. Are there encryption standards for smartphones using EMR cloud systems?  
 
Currently, OCR has not issued any encryption standards for smartphones using EMR cloud systems. That 
said, NIST has recommended that (FIP 140-2 compliant) encryption be used to ensure confidentiality of 
information in the cloud. Implementation of cloud system encryption (whether for EMR or other sensitive 
data) is decided upon by each provider.  Other aspects of cloud security vis-à-vis mobile devices would 
include device encryption (or data encryption on the device), transmission security, access security to the 
cloud space, and disposition of data at the cloud site. Many of these aspects are (or should be) covered in 
the cloud service agreement which is most likely to be specific to the provider.   
 
 
 
 


